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EXECUTIVE  
SUMMARY

The popularity of cloud computing is growing fast, thanks to 
its ability to increase flexibility, improve access to data, and 
cut costs. Yet concerns about the security of the data that is 
moved to cloud environments remain—for good reason, given 
the inherent loss of control of critical data the technology 
demands. Only by developing a comprehensive and systematic 
approach to assessing the risks of moving data into the 
cloud—one that takes into account the concerns of both 
business users and IT security managers—can these risks be 
managed with confidence. 

Our approach begins with a thorough assessment of the 
applications and data being considered for the cloud. How 
sensitive is the data, and how serious are the consequences 
of a potential data breach? Depending on the level of risk, 
the data must be assigned specific security requirements, and 
then matched with the cloud architecture being considered—
private, public, or hybrid—and its associated security 
capabilities. Once this process is complete, security managers 
must work with business users to map out concrete, fact-based 
solutions regarding which specific cloud environments are 
appropriate for each data set and application, depending on 
its level of risk. 

Ultimately, cloud security must be placed within the context 
of each company’s overall information security program, 
including risk management, incident management, continuity 
planning, and governance. Doing so will require the combined 
efforts of everyone with a stake in ensuring the security of the 
data being moved into the cloud.



2 Booz & Company

KEY HIGHLIGHTS

The cloud services market •	
is expected to grow almost 
four times as fast as other IT 
markets through 2013.

Without an adequate means •	
of assessing security risk  
in the cloud, many 
companies either refuse 
to move any data there or 
simply ignore the problem, 
leaving themselves open to 
real risks.

Making sure business  •	
users and IT security 
managers work together 
is critical to maintaining 
security in the cloud while 
keeping incremental security 
costs down. 

Matching the risk level of •	
particular information assets 
and associated security 
requirements with cloud 
security capabilities is an 
effective way to strike the 
right balance. 

Trustworthy cloud security •	
will ultimately depend on 
strong governance within  
the overall information 
security program.

Relaxing on his couch at home in the 
evening, a sales manager for a large 
manufacturer of industrial products 
turns on his wife’s iPad to check the 
latest client orders. His ability to get 
work done in the comfort of his own 
home allows him to keep up to date 
with the many accounts he man-
ages, and increases his productivity 
substantially. But the information he 
receives wirelessly comes from the 
cloud, via application servers hosted 
by an external cloud service provider. 
Is he exposing his company to an 
unacceptable level of security risk? 

Without question, cloud comput-
ing has the potential to be the most 
revolutionary trend in the informa-
tion and communications technology 

(ICT) industry in the next several 
years. Forecasts generally see rev-
enues growing almost four times as 
fast for the cloud services market as 
for other IT markets through 2013. 
That’s because the cloud has enor-
mous potential not just to save IT 
costs, thanks to standardization and 
scale benefits, but also to provide the 
business with better service, anytime 
access, and faster time to market. Yet 
virtually every discussion of cloud 
computing inevitably raises the same 
question: Will my data be safe? 

This is the question that has vexed 
CIOs and chief information security 
officers ever since the advent of cloud 
computing. The data called up by the 
sales manager no longer sits within 
his company’s trusted networks 
behind a protected security perim-
eter, and the sales manager no longer 
accesses this data from a defined 
end-user device that follows tightly 
controlled access restrictions. This 
raises several critical issues about the 
security risks involved in putting this 
information in the cloud and giving 
him access to it from anywhere. 

UNDERSTANDING 
RISK IN THE 
CLOUD
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Companies that move data into the 
cloud often have little visibility into 
the cloud service providers’ processes 
and procedures—including technical 
updates and hiring practices—and 
thus only a vague notion of the secu-
rity risks the provider itself faces. The 
interfaces between the company and 
the provider may themselves be inse-
cure, which could result in compro-
mise, loss, or leakage of data both in 
storage at the provider and in transit 
back and forth. Since the nature of 
cloud services usually eliminates the 
contractual connection between the 
physical infrastructure that providers 
use to store data and produce ser-
vices—the location of which is likely 
to be unknown to customers—and 
the actual data storage and process-

ing services that customers purchase, 
it becomes difficult or impossible 
to audit the data and to guarantee 
compliance with legal, regulatory, 
and corporate requirements. Finally, 
employees may themselves become 
less “security-conscious” and simply 
assume that the cloud provider will 
worry about such matters. 

Reactions to the problem of secu-
rity in the cloud range all the way 
from ignoring the issue completely 
to clinging so tightly to traditional 
IT security philosophies and meth-
ods as to ban cloud services entirely. 
Companies that have experienced 
governance and compliance prob-
lems, or outright data breaches, 
often exert additional scrutiny of the 

process. And it’s a justifiable con-
cern: Significant security breaches 
can adversely affect a company’s 
reputation for years, resulting in low 
customer confidence, lost current and 
future revenues, a poor public image, 
and legal liability. 

On the flip side, in times of tight IT 
budgets, overpayment for security 
services must be avoided. What’s the 
best way to resolve this conflict? We 
believe that it lies in taking a holis-
tic, risk-based approach to security 
in the cloud that gives companies a 
consistent, structured way of decid-
ing which kinds of data can be safely 
moved there. 

Companies need a consistent, 
structured way of deciding 
which kinds of data can be 
safely moved into the cloud.
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The key to both the problem and the 
solution to cloud security lies in the 
very nature of cloud computing—
that critical data must be moved out 
beyond the corporate firewall and 
given over to a cloud services pro-
vider that offers storage and provides 
access. As such, cloud computing 
raises security questions that cannot 
be resolved with traditional IT secu-
rity practices. These questions include 
the following: 

Which services and related data can •	
be moved safely into the cloud, and 
when?

How will sensitive data be •	
protected in storage, in transit,  
and in use?

How can access to cloud-based data •	
and services through new hard-to-

control devices such as smartphones 
and iPads be managed in line with 
security requirements?

What security levers built into •	
cloud architecture components can 
be pulled to mitigate new risks?

How can companies be sure •	
that cloud service providers are 
compliant with their security 
requirements?

Are industry-recognized security •	
standards applicable?

Will the incremental cost of cloud •	
security potentially offset the com-
mercial benefits?

Few IT security practitioners trained 
in the past know how to pragmati-
cally answer these questions in a 
defensible, fact-based manner. As a 
result, the long-standing gap between 
IT security and the business only 
widens. Security managers continue 
to struggle to make the appropri-
ate connection between high-level 
business requirements and specific 
security controls and requirements 

in a way that business managers 
understand. And the classic “we need 
to comply with existing industry 
standards” defense doesn’t help, since 
those standards have not yet been 
adapted to cloud-specific challenges 
such as multi-tenancy in virtualized 
environments, problematic location 
control due to cloud provider load-
sharing configurations, and reduced 
access-point control. Moreover, the 
issue of security in the cloud remains 
at a high level of conceptual abstrac-
tion, as many discussions on the topic 
remain primarily “model-based” 
rather than focusing on specific archi-
tecture components and solutions. 

This ongoing disconnect only serves 
to sharpen the conflict between IT 
security requirements and busi-
ness demands. Security managers 
erect increasingly high barriers to 
a smooth-running cloud environ-
ment, further encouraging business 
managers to view the security staff 
as opponents of cloud deployment 
and thus as impediments to business 
development. To bridge this gap, a 
new approach to security in the cloud 
must be found. 

BRIDGING  
THE GAP

Cloud computing raises security 
questions that cannot be resolved with 
traditional IT security practices. 
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Companies considering cloud 
computing must first take into 
account which applications and 
accompanying data and services they 
might move into the cloud, how much 
risk they are willing to take in doing 
so, and which specific components 
of an application will be moved into 

the public, private, or hybrid cloud 
architectures available. 

The first step involves classifying 
all of the information assets of an 
application being considered for the 
cloud into different risk levels—such 
as basic, sensitive, and critical—
depending on the nature of the data 
and the potential consequences of 
any security breach, such as lost 
revenue, legal liability, or damage to 
reputation. In the second step, each 
classification level is assigned the 
specific security requirements and 

controls needed to reduce risk to an 
acceptable level. In the third, each 
classification level and its security 
requirements are matched with 
the appropriate cloud architecture, 
depending on the ability of the 
components of that architecture to 
meet those requirements. At every 
step, all three elements—classification 
levels, security requirements,  
and cloud architecture—must be 
in harmony, as any deficiency in 
one component will reduce the 
effectiveness of the others (see 
Exhibit 1).

RISK LEVELS IN 
THE CLOUD

Exhibit 1 
Matching Risk Levels to Cloud Architectures 

Source: Booz & Company analysis
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Unfortunately, there is no standard 
answer for how to balance these 
three elements that can be applied 
in all situations. Classification levels 
and security requirements vary from 
one company to the next, and the 
number of variables that make up any 
specific cloud architecture are too 
many to count. Security and business 
managers must work together to  
find the right balance on a case- 
by-case basis. 

As an example, consider the sales 
manager checking new orders on 
his wife’s iPad. His company had 
the option to deploy this particular 
application into any of the three 
types of cloud architecture—public, 
private, and hybrid. So the responsible 
business manager asked the security 
manager to define which of the three 
would be feasible, given the current 
security requirements for the various 
levels of data the application uses. 
The security manager drew up a map 

showing which of the application’s 
processes and associated data 
could be moved into which cloud 
architecture in this specific case (see 
Exhibit 2). 

The light blue area on the map 
indicates the conditions under which 
the company’s data can be freely 
moved to the cloud. In this case, 
the security manager was confident 
that the components of the specific 
private cloud architecture being 

Exhibit 2 
Options for Moving a Sales Order Application into the Cloud

Source: Booz & Company analysis
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evaluated could meet the security 
requirements defined by his company 
for all data classification levels. 
He also felt sure that the company 
would have significant control over 
all of the security capabilities of this 
architecture’s components. Therefore, 
he informed the business manager 
that he could move all levels of his 
data into this specific architecture.

The medium blue area represents a 
different environment. The business 
manager was tempted to move much 
of the application’s data components 
into a hybrid cloud architecture, 
reducing costs and increasing 
flexibility. But the security manager 
was worried that this architecture, in 
which other customers of the cloud 
service provider might share certain 
components, would not meet the 
more stringent security requirements 
demanded by his company for its 
most sensitive and critical data. Only 
basic-level data would be eligible to 
be moved immediately to this specific 
hybrid environment. For the sensitive 
and critical data, the security manager 
identified a set of specific additional 
security measures and associated costs 
that would be required to comply 
with security requirements. In each 
case in this environment, the business 
manager had to decide either to make 

the additional investment needed to 
meet the security requirements, not to 
make the investment and operate in 
the cloud at an elevated level of risk, 
or not to move the data into the  
cloud at all. 

The outcome of this decision 
invariably presents the real possibility 
that if the cost of a security solution 
is too high, the business owner may 
intentionally lower the data’s security 
classification level in order to reduce 
the needed security requirements 
and costs. To avoid this result, the 
company must put in place a formal 
process for determining the residual 
risk to a data asset even after security 
requirements have been agreed on and 
for authorizing the business owner to 
make the final decision on whether 
to accept this residual risk in the best 
interests of the company.

The dark blue area indicates the 
difficulty of moving the company’s 
sensitive and critical data into a 
particular public cloud architecture, 
which is essentially open to all comers 
and thus offers the lowest level of 
control over the architecture’s security 
capabilities. Here, the loss of control 
could effectively render deployment 
of sensitive or critical data into the 
cloud impossible, no matter what the 

cost of increasing the surrounding 
security. So the security manager 
advised the business manager that 
the sales order application and its 
critical data could not be moved 
into this public cloud environment 
and still meet the necessary security 
requirements. Again, it is ultimately 
up to the business manager to make 
the final decision, based on the levels 
of residual risk the company is  
willing to accept.

The results of this mapping process 
hinge, of course, on the exact 
definition of the three critical 
dimensions: the asset classification, 
the security requirements, and the 
cloud architecture options. Any 
change to any of these dimensions 
would produce different results, even 
for the same company. For example, if 
the security manager in this case were 
to evaluate two different public cloud 
service providers, the capabilities 
inherent in the cloud architectures 
of the two would most likely differ, 
thereby producing slightly different 
medium and dark blue areas. And 
if this company’s main competitor 
were to perform the same in-house 
evaluation involving similar 
applications, the results, based on 
that company’s unique set of security 
requirements, would differ yet again.
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In addition to deciding whether 
to move assets into the cloud, 
companies must also make sure 
their cloud computing efforts are 
fully integrated into their entire 
information security program. That 
means understanding the process as 
it fits in our ICT Resilience Lifecycle, 
which takes into account not only 
the prevention aspects, including 
risk management and information 
security, and the reaction elements, 
involving incident management and 
continuity planning, but also the 
overall governance process  
(see Exhibit 3).

Governance: As companies decide to 
deploy assets in cloud environments, 
they must rethink their IT security 
governance procedures accordingly. 
That process should begin with the 
establishment of an overall vision 
of how the cloud fits not only into 
the necessary information security 
procedures, but also with the goals 
and objectives of those procedures 
and a road map for establishing 
them.

Risk management: As discussed 
above, security requirements must be 
aligned with overall corporate-level 
appetite for residual risk and ongoing 
classification of data assets. 

Incident management: As assets are 
moved into the cloud, every cloud 
provider must be integrated into 
the company’s overall centralized 
incident response procedures.

Continuity planning: Business 
continuity plans must take into 
account assets moved into the cloud, 
and be regularly updated and tested 
to account for new cloud architecture 
and provider models.

As part of this effort, security 
practitioners must define the scope 
and boundaries of all security 
functions that may be relevant to 
cloud environments, and develop 
an approach to improving and 
monitoring the performance of all of 
the cloud’s stakeholders, including 
service providers, users, and 
technical staff. Finally, they should 
provide top management with the 
tools needed to gain visibility into 
cloud security—such as a security-
level dashboard—and the levers 
needed to manage the overall cloud 
computing program. 

CLOUD SECURITY 
GOVERNANCE

Exhibit 3 
The ICT Resilience Lifecycle 

Source: Booz & Company analysis
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Cloud computing represents a major 
opportunity for corporate IT to 
provide greater flexibility and value to 
the business while saving money at the 
same time. Yet security will always be 
a concern when important informa-
tion assets are no longer under direct 
control. A proper cloud security pro-
gram will provide business managers 
with concrete, fact-based solutions to 
support their business needs and allow 
them to enjoy the benefits of the cloud 
without putting the company at undue 
risk of data breaches or loss. Such a 
program will identify where the risks 
of moving information assets into 
the cloud are too high, which secu-
rity practices management can put in 
place to reduce that risk to acceptable 
levels, and whether the costs of those 
practices are warranted by the benefits 
inherent in cloud computing. 

Conclusion
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